Flat Rock Internet Acceptable Use Policy (AUP)


Each Customer’s right to receive Internet services from Flat Rock Telephone Co-Op, Inc. (“Flat Rock”) shall at all times be conditioned upon Customer’s compliance with the terms and conditions of this AUP.

Flat Rock will use its best efforts to notify Customer of a violation of this AUP.  However, Flat Rock is not required to so notify Customer in order to take corrective action which may include, but shall not be limited to, immediate termination or suspension of Services, removal or blocking access to prohibited materials, and/or civil or criminal prosecution.
Customers shall not engage in any activity which will or which Flat Rock reasonably believes is likely to compromise or damage hosts, networks or security systems involved in the provision and/or use of Flat Rock Internet services and/or ancillary products.  Flat Rock will investigate incidents involving such activities and will cooperate with law enforcement agencies if criminal activity is suspected.  Prohibited activities pursuant to this AUP shall include, but shall not be limited to, any successful or unsuccessful attempt to do any of the following: 

1. Probe a host, network or system without the explicit prior written authorization from the administrator thereof;

2. Breach the security of a host, network or system without the explicit prior written authorization from the administrator thereof; 

3. Monitor data on any host, network or system without the explicit prior written authorization from the administrator thereof;

4. Interfere with service to any user, host, network or system, including without limitation any attempt to overload a server, network, system, network component or network connected device;

5. Originate malformed data or network traffic which Flat Rock reasonably believes is likely result in damage to or disruption of a service, server, network, system, network component or network connected device; 

6. Transmit forged data which misrepresents the originating user or source; 

7. Send unsolicited electronic mail messages to one or more recipients (“Spamming”), whether or not such activity results in a complaint from the recipient(s) to Flat Rock.  Without limitation, any unsolicited electronic messages, or series of unsolicited messages, which are sent to 10 or more recipients, shall conclusively qualify as Spam regardless of whether they are of a commercial or personal nature; 

8. Forge electronic mail headers (including any portion of the Internet Protocol (IP) packet header and/or electronic mail address), so as to disguise or conceal the sender’s identity (“Spoofing”);

9. Use another party’s electronic mail server to relay electronic mail without the explicit permission from that party (“E-mail Relay”); 

10. Conceal, forge or otherwise falsify Customer’s identity in connection with any request for and/or use of any Flat Rock Internet service and/or ancillary product; 

11. Send mass volumes of data, or any other abusive behavior that is intended or is likely to disrupt or disable the recipient system (e.g., Denial of Service or ‘SYN Flood’ attacks); 

12. Cross-post the same or similar messages to two or more USENET newsgroups. All posting to USENET newsgroups must comply with that newsgroups’ charter and other policies;

13.
Transmit and/or store any material which infringes, or which Flat Rock reasonably believes infringes, upon the copyright, trademark, trade secret and/or other intellectual property rights of Flat Rock or any third party.
Flat Rock reserves the right to terminate service(s) to any customer without notice upon violation of any term or condition of this AUP.

Flat Rock reserves the right to remove or block access to any material which is prohibited by any term or condition of this AUP.

Flat Rock reserves the right to take any action which Internet Service Providers are not prohibited to take in order to stop any unlawful or otherwise prohibited activity in connection with the use of Flat Rock Internet services and/or ancillary products.

Flat Rock will cooperate with law enforcement agencies in connection with any allegations of unlawful conduct by a Customer in connection with use of Flat Rock Internet services and/or ancillary products.

Failure by Flat Rock to take any action for a particular violation of any term or condition of this AUP shall not waive Flat Rock’s right to take any action for future violations.

Each Customer is responsible for the behavior of any party that uses Flat Rock Internet services and/or ancillary products provided to the Customer. Violation of any term or condition of this AUP by a third party, whether with or without the Customer’s knowledge will be considered a violation of the term or condition by the Customer. 
The terms and conditions of this AUP are subject to modification from time to time without notice.  Customers are responsible for compliance with each and every term of this AUP, including any modifications, which shall at all times be posted at www.frtci.net. 

